KeyPoint
Access™

Provides Trusted Remote Access to the
Enterprise

Corporations, financial services companies,
and government agencies are enabling
more and more remote access to their key
information resources from uncontrolled,
unmanaged computers. These applications
offer significant advantages, such as the
convenience of browser-based access and
improved productivity. However, they also
pose considerable risk that compromised
systems can expose sensitive data and even
enable malicious access to business-criti-
cal systems. While most IT organizations
work diligently to protect their networks,
the common network defenses including
anti-virus, firewalls and spyware can only
protect users operating within the sphere of
their control. The weakest link in remote

access has always been the last few feet
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—until now there was nothing IT could
do to manage access from uncontrolled

computers.

Protects from Threats Lurking on Un-
controlled Systems Accessing Enterprise
Resources

RedCannon KeyPoint Access is the only
solution that combines the power of instant
endpoint security with a complete suite

of enterprise access software on an ultra-
thin personal security device. KeyPoint
Access protects from threats lurking on
uncontrolled systems before they can access

enterprise resources.

Reduces the Cost of Extending Access

The seamless integration of Citrix, one-
time password, VPN and web clients
within a protected USB device makes it the

Fig. 1. Complete Life Cycle Management and
Security for Company USB Flash Drives

RedCannon KeyPoint Access™ is the only solution that combines the power of in-
stant endpoint security with enterprise access software on a highly mobile personal
security device. KeyPoint Access integrates RSA SoftlD with Gitrix, email, VPN and

Web clients with anti-spyware and a secure data vault. These integrated security
applications work together to instantly transform an un-trusted workstation intoa
trusted platform from which users can remotely access their enterprise applica- -
tions. No software is installed. No session traces are left behind. -]

ideal remote access solution, eliminating
the need to travel with a laptop and even
eliminating the need to deploy laptops.
Now enterprises have an economical means
of providing secure remote access to every-
one, anytime-anywhere. KeyPoint Access
can be used on any USB-enabled Windows

workstation, no matter the location.

Ultra-Thin Client Improves Mobility and
Productivity

With KeyPoint Access, remote users never
have to install software or drivers to access
enterprise resources because the strong
authentication, VPN software and other
clients are always there when they need
them. KeyPoint Access protects the en-
terprise network from security threats and
most USB-enabled computers can host safe

remote access.

eyPoint Manager Highlights

Demonstrate regulatory compliance

Convenience of storing multiple RSA
tokens on one device

Reduce mobile storage data leakage risk

Distribute media automatically for business
critical content

Provide trusted remote access enterprise
applications

Extend strong authentication
Personal record retention

Control data leakage from Internet cafes and

kiosks

Minimize risk the of malware from untrust-
ed PCs damaging the enterprise network
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Based Authentication

KeyPoint Access integrates One Time
Password from RSA and OATH to provide
two-factor authentication. It can even be
used to safeguard local digital certificates
for multi-factor authentication on conve-

nient and secure personal security device.

KeyPoint Usage

e Ultra-thin client delivers secure end

point access solution

* Reduces remote access operating

expenses

* Protects companies from security threats

on any employee-used computer

e Ultra-thin client improves mobility and

productivity

e Leaves no trace of user’s activity

ReECCaNNEN

RedCannon Security is a trusted -provider
of centrally managed, secure mobile-access
solutions for the enterprise. Its ultra-thin
client instantly secures and sanitizes any
point, anywhere. RedCannon extends secu-
rity policies beyond the network perimeter,
allowing policy enforcement to travel with
the user. Its solutions support leading
industry standards for encryption and
authentication and enable secure remote
access to enterprise applications, while
leaving no trace of user activity on the
host computer. Its award-winning product
line includes KeyPoint Access, KeyPoint
Alchemy, KeyPoint Vault and KeyPoint

Manager. For more information, please visit

www.redcannon.com.
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Fireball Manager Requirements

Windows 2000 / XP Professional
Intel Pentium II or higher processor
Networks access

Citix ICSA server

KeyPoint System Specifications

ARM7 32-bit processor

240 MB encrypted storage

AES 128/256 bit file encryption
FIPS 140-2 Certified

HTTPS support

SSL support

Fig. 3: KeyPoint Access instantly creates a secure
and safe portable environment for remote
access and anywhere computing
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